Volume 7 Issue 5 @ September - October 2019 IJIRMPS | ISSN: 2349-7300

Exploring ITIL and ITSM Change Management in
Highly Regulated Industries: A Review of Best
Practices and Challenges

Adya Mishra

Independent Researcher
Virginia, USA
adyamishra29@gmail.com

Abstract

Organizations in highly regulated industries—such as finance, healthcare, and government—face
unique challenges when implementing IT changes. In these environments, a robust Change
Management process is essential not only to maintain service reliability but also to ensure strict
adherence to mandates like HIPAA, SOX, and GDPR. This review explores how IT Service
Management (ITSM) principles, specifically those related to Change Management, can be effectively
applied in such high-stakes settings. It begins by outlining the regulatory landscape that shapes
decision-making and underscores the critical need for structured governance, thorough
documentation, and multi-layered oversight. Best practices—ranging from enhanced risk assessment
and automated workflows to a well-maintained Configuration Management Database (CMDB)—are
examined to demonstrate how regulated organizations can successfully balance compliance
requirements with operational agility. The paper also investigates common pitfalls, including
extended approval timelines, cultural barriers, and legacy infrastructure constraints, highlighting
practical strategies to overcome them. Emerging trends, such as predictive analytics and integrated
security reviews, offer promising avenues to refine processes further. Ultimately, this review
concludes that a proactive, collaborative approach—supported by careful planning, ongoing training,
and continual improvement—is vital for ensuring reliable, compliant, and efficient IT change
deployments in heavily regulated domains.
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I. INTRODUCTION

In today’s digital economy, information technology (IT) is at the heart of critical business operations,
supporting everything from day-to-day tasks to long-term strategic initiatives. As organizations across
industries become increasingly reliant on technology-driven processes, the discipline of IT Service
Management (ITSM) has evolved to provide frameworks and best practices for delivering high-quality 1T
services. Among these frameworks, the Information Technology Infrastructure Library (ITIL) has been
widely adopted to ensure that IT services are systematically planned, implemented, and continually
improved. A key process within ITIL—and ITSM more broadly—is Change Management, which aims to
balance the need for rapid innovation with the responsibility of risk mitigation and service stability [1].

Nowhere is this balance more delicate than in highly regulated industries such as finance, healthcare, and
government. These sectors are governed by stringent regulations (e.g., HIPAA, SOX, GDPR) designed to
safeguard sensitive data, ensure the integrity of financial transactions and protect public welfare [2]. As a
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result, organizations in these industries must not only manage changes effectively but also remain compliant
with a host of regulatory requirements. Failure to do so can lead to significant legal, financial, and
reputational consequences [3].

This review paper explores how ITSM-based Change Management operates in highly regulated
environments. It begins by outlining the key principles of Change Management within ITSM frameworks,
highlighting why these principles are critical for regulated sectors. The paper then examines the specific
challenges that regulated organizations face, including compliance-driven oversight, audit requirements, and
security considerations. Best practices are presented based on existing literature and case studies, followed by
a discussion of how emerging technologies—such as automation and artificial intelligence—offer
opportunities to further streamline and secure Change Management processes. Finally, the paper concludes
with strategic recommendations for practitioners who operate within these high-stakes environments, along
with suggestions for future research [4].

Fig. 1. Service Lifecycle [3].
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A. ITIL Stages

Brief description of each phase: Service Strategy Phase: Identify the needs, priorities, demands and
relative importance for desired services [5]. It also determines the business value being created through
services and the predicted financial resources required to design, deliver and support those services. Service
Design Phase: designs the infrastructure, processes and support mechanisms needed to meet the availability
of all elements relevant to the requirements of the customer and how it interacts with the larger business and
technical environments [6]. Service Transition Phase: responsible for the delivery of services required by a
business into operational use. Service Operation Phase: Monitor the ongoing availability being provided.
Manage and resolve incidents that affect the service operation. Continual Service Improvement Phase: align
and realign IT services to changing business needs. Develop and improve service plans to improve any aspect
involved in the management of IT services. In and across these phases there are twenty six process listed in
the Table I. Today, ITIL is the most widely adopted approach for IT. Service Management in the world. It
provides a practical, no-nonsense framework for identifying, planning, delivering and supporting IT services
to the business [7].
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TABLE I. ITIL SERVICES AND CORRESPONDING PROCESSES [6]
ITIL Services Service Processes
Service Strategy IT service management

Service Portfolio Management Financial
management for IT services

Demand Management

Business relationship management

Service Design Design coordination (Introduced in ITIL
2011 Edition)

Service Catalogue

Service level Management Availability
Management Capacity Management
Information Security Management System
Supplier Management

Service Transition Transition planning and support

Change management

Service asset and configuration
management

Release and deployment management
Service validation and testing Change
evaluation

Knowledge management

Service Operation Event management

Incident management

Request fulfillment

Problem management

Identity management

Continual Service
Improvement

1. IMPACT ASSESMENT ON HIGHLY REGULATED INDUSTRIES:

A. Finance

The financial sector, comprising banks, insurance firms, and investment companies, is heavily regulated to
ensure the stability of financial markets and protect consumers’ financial data. Legislation such as the
Sarbanes-Oxley Act (SOX) in the United States demands stringent internal controls and accurate financial
reporting. Changes to IT systems that handle financial data or impact financial reporting processes face a
high degree of scrutiny. Non-compliance can lead to legal penalties, erosion of customer trust, and
reputational damage [8].

B. Healthcare

In healthcare, the Health Insurance Portability and Accountability Act (HIPAA) in the United States, the
European Health Data Space in the EU, and similar regulations elsewhere impose data privacy and security
requirements for patient information. Healthcare providers, payers, and other stakeholders must ensure that
any changes to IT systems maintain the confidentiality, integrity, and availability of electronic health records
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(EHRs). Even minor service disruptions or data breaches can directly affect patient care outcomes and lead to
severe legal repercussions [9].

C. Government

Government agencies handle a wide range of sensitive data, from citizen records to national security
information. Regulations can vary widely depending on the jurisdiction and the specific nature of the
agency’s functions. For example, government agencies in the United States must comply with the Federal
Risk and Authorization Management Program (FedRAMP) for cloud services, while the European Union’s
GDPR mandates strict data protection measures. These overlapping regulatory requirements create a complex
environment for managing IT changes, as agencies must consistently demonstrate compliance with numerous
federal and international standards. Federal Risk and Authorization Management Program (FedRAMP) for
cloud services, while the European Union’s GDPR mandates strict data protection measures. These
overlapping regulatory requirements create a complex environment for managing IT changes, as agencies
must consistently demonstrate compliance with numerous federal and international standards [10-11].

I1l. REGULATORY FRAMEWORKS INFLUENCING CHANGE MANAGEMENT

A. Health Insurance Portability and Accountability Act (HIPAA)

HIPAA requires that healthcare organizations follow administrative, physical, and technical safeguards to
protect sensitive patient data. For ITSM Change Management, this implies the need for formal approval
processes, rigorous testing, and an audit trail for all changes that could potentially affect the confidentiality or
integrity of Protected Health Information (PHI) [12].

B. Sarbanes-Oxley Act (SOX)

SOX is primarily focused on financial reporting accuracy and internal controls in public companies. From
an IT perspective, SOX requires that all systems involved in financial data processing have robust controls in
place. Any changes to these systems must undergo thorough documentation, authorization, and verification to
ensure financial data remains accurate and tamper-proof [13].

C. General Data Protection Regulation (GDPR)

The GDPR applies to organizations operating within or doing business with the European Union,
mandating strict personal data protection measures. Changes affecting systems that store or process personal
data must be carefully managed to guarantee ongoing compliance. This may involve revising data handling
processes, updating data protection impact assessments (DPIAS), and ensuring that IT staff are trained in
GDPR implications [14].

D. Other Industry-Specific Regulations

Beyond the three major regulations discussed, numerous other frameworks exist—such as the Payment
Card Industry Data Security Standard (PCI DSS) for financial transactions, the Basel Accords for
international banking, and the ISO/IEC 27000 series for information security management. Each of these has
specific requirements that can shape the Change Management process in regulated industries, demanding
frequent audits, documentation, and detailed risk assessments [15].
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Fig. 2. Implementing ITSM Programmes [4].

E. Best Practices in Regulated Industries

Organizations operating in heavily regulated industries can effectively apply ITIL and ITSM change
management principles by establishing a clear governance structure, integrating compliance and security
considerations early in the change process, and automating documentation. Key strategies include defining
explicit roles and responsibilities under a formal governance model, engaging compliance and security teams
from the outset to ‘“shift left” and address risks proactively, and leveraging specialized platforms to
streamline approvals, logging, and dashboards. Additionally, risk-based categorization ensures that low-risk
changes move quickly while high-risk changes receive thorough reviews. Continuous training for
stakeholders promotes an understanding of compliance obligations, and a culture of continual service
improvement—supported by metrics, audits, and post-implementation reviews—helps organizations refine
processes and stay ahead of evolving regulatory demands [16].

F. Limitations in Implementing ITSM and ITIL-Based Change Management in Regulated Settings

Implementing ITSM and ITIL-based change management in regulated settings presents multiple
challenges that arise from competing demands for speed, thoroughness, and compliance. Modern IT trends
heavily favor Agile and DevOps practices, with their emphasis on shorter release cycles and continuous
delivery, yet these sit uneasily alongside the exhaustive documentation and multi-level approvals required in
tightly regulated environments [17]. This tension often leads to friction between fast-paced development
teams and compliance-driven governance bodies, underscoring the need for hybrid models that balance rapid
innovation with stringent oversight. Compounding this is the complexity of coordinating across diverse
stakeholder groups—IT teams, compliance officers, legal departments, external auditors, and executives—
each bringing unique priorities and terminologies [18]. Without clear communication channels and defined
objectives, change initiatives can become bogged down in confusion or stalled indefinitely. Moreover,
resource constraints frequently hamper robust change management, as regulated organizations must invest in
specialized tools, training, and personnel skilled in both ITIL processes and regulatory requirements—an
expense not all entities can easily accommodate. Adding to the difficulty, legacy IT systems, integral to many
regulated industries, often feature limited vendor support, intricate dependencies, and incomplete
documentation, making even minor alterations a complex endeavor. Finally, strict security and data privacy
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obligations, often dictated by standards like ISO/IEC 27001, PCI-DSS, or the HIPAA Security Rule, weave
through every aspect of change management, necessitating rigorous risk assessments, encryption protocols,
and continuous monitoring to safeguard against data breaches or compliance infractions [19].

TABLE Il.  HOw TRADITIONAL I/T TRANSFORMS INTO ITSM PROCESSES (ITSM OVERVIEW, 2015)
Traditional IT Becomes ITSM Process
Technology Focus Process Focus
“Fire-Fighting” Preventive
Reactive Proactive
Users Customers
Centralized, done L.

) Distributed, sourced

in-house

Isolated, silos Integrated,
enterprise-wide

“One-off”’, ad-hoc Repeatable,
accountable

Informal Processes Formal best
practices

IT internal ) ]

) Business Perspective
perspective
Operational specific Service orientation

IV. CONCLUSION AND RECOMMENDATIONS

IT Service Management (ITSM) stands as a vital discipline for organizations aiming to maintain stable,
high-quality IT services that align with business goals. ITIL provides a rich framework that has evolved
through multiple iterations to reflect best practices for managing every phase of the service lifecycle. The
release of ITIL 4 marks an important step in modernizing ITIL, making it more compatible with Agile,
DevOps, and Lean methods that shape the current IT landscape and In highly regulated industries, ITSM-
based Change Management is more than just a procedural requirement—it is a cornerstone of compliance,
risk mitigation, and operational resilience. By aligning Change Management with regulations such as
HIPAA, SOX, and GDPR, organizations safeguard not only their customers’ data but also their own
operational integrity and reputation. However, regulatory compliance adds layers of complexity and
oversight to what is already a demanding discipline [20].

To navigate these challenges effectively, organizations should:

Organizations operating in regulated environments can strengthen Change Management by embracing a
multifaceted approach that promotes both efficiency and compliance. First, a holistic governance model
ensures that cross-functional teams—including compliance, IT, security, and business stakeholders—work
together to embed regulatory considerations into every stage of the process. Second, investments in
automation and tooling, such as automated workflows and CI/CD pipelines, minimize manual errors, speed
up approvals, and maintain thorough, audit-ready records. Third, cultivating a culture of compliance through
ongoing training and leadership support helps shift the perception of compliance from an obstacle to an
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integral, value-adding part of operations. Fourth, leveraging advanced analytics—predictive tools and Al—
can help spot potential vulnerabilities or regulatory gaps before they escalate into larger issues. Finally,
organizations should regularly review and refine their Change Management strategies, drawing on lessons
from audits, incidents, and user feedback to support continuous improvement and adaptive risk management
[21].

By following these recommendations, regulated organizations can develop a dynamic, robust, and future-
ready Change Management system. Such a system not only meets today’s stringent regulatory requirements
but also positions the organization to adapt quickly to emerging technologies and evolving compliance
landscapes. Ultimately, effective Change Management in regulated industries is about balancing the
imperatives of innovation, compliance, and risk management—an equilibrium that enables organizations to
thrive in a complex and fast-paced digital world.
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