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Abstract

Aviation is essential to global connectivity, enabling the seamless movement of people, goods, and
services worldwide. The International Air Transport Association (IATA) predicts that the number of
passengers will reach 8.2 billion by 2037. While increased connectivity has economic advantages, it
comes with risks of cyberattacks due to complex digital infrastructures. The increased applications of
these interconnected systems across airports, aircraft, and the supply chain related to aviation means
the potential for cyberattacks targeting such operations has increased. These attacks pose high risks
to aviation safety, security, and efficiency. These attacks include ransomware, supply chain
vulnerabilities, insider threats, and air traffic control systems compromises.

This paper explores emerging cyberattack trends targeting the aviation industry and the
cybersecurity measures implemented to counter these threats. It examines the increasing role of
Artificial Intelligence (Al) and Machine Learning (ML) for real-time threat detection, the use of
blockchain technology to secure critical data, and the adoption of Zero Trust Architecture (ZTA) to
enhance internal network security. Furthermore, the paper presents practical use cases, such as Al-
based threat detection at Changi Airport and blockchain integration in Lufthansa's baggage handling
system. The paper emphasizes the necessity of a cyber-resilient approach to protect aviation systems
from the growing and increasingly sophisticated cyber threat landscape. The findings highlight that
ongoing innovation, cross-industry collaboration, and adherence to regulatory standards are crucial
for strengthening the cybersecurity framework of the aviation sector.

Keywords: Cybersecurity, AIML, Blockchain, malware, UBA, ATC, Ransomware, Phishing, ZTA,
ICAO

|. INTRODUCTION

The aviation industry plays a crucial role in global connectivity, facilitating the movement of millions of
passengers and vast amounts of cargo daily. As airlines, airports, and air traffic control systems rely more on
digital networks, they have become attractive targets for cybercriminals. The interconnectedness of different
parts of the aviation system, such as flight operations, passenger services, and air traffic management, means
cyberattacks have more entry points to exploit.

The International Civil Aviation Organization (ICAO) reported a significant rise in cyberattacks targeting
the aviation sector in 2019. Over 30% of global aviation systems experienced some form of cyber intrusion,
with most breaches occurring within air traffic management systems, airline networks, and airport
infrastructure [2]. This rise in cyberattacks comes when the aviation industry has rapidly adopted new
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technologies, increasing its vulnerability. High-profile incidents, like ransomware attacks on critical flight
systems and unauthorized access to passenger databases, have underscored the risks' seriousness.

Since the COVID-19 pandemic, the aviation industry has seen a troubling rise in cyberattacks. Due to
reduced capacity, remote work, and fluctuating demand, the need to quickly shift to digital platforms has
made airlines and airports more susceptible to cyber threats. This rapid transition exposed the sector, with
ransomware and phishing attacks becoming more frequent as cybercriminals took advantage of the increased
reliance on digital systems. According to an article published in 2020, cybercrime targeting the aviation
sector has intensified in the aftermath of COVID-19, with a 530% rise in cybersecurity incidents, as attackers
took advantage of the industry's disrupted operations and weakened security postures during the crisis [9].

Moreover, the cyber-resilience of aviation systems became a significant concern, as the pandemic
underscored the importance of maintaining operational continuity even amidst heightened cyber threats. A
cyberattack on a major airline, airport, or air traffic control system could cause financial and reputational
damage and disrupt air travel, risking passenger safety and causing widespread economic losses.

The aviation industry has implemented various cybersecurity measures, many emphasizing a cyber-
resilient approach. For instance, ICAQO introduced its Cybersecurity Strategy in 2019, urging member states
to enhance their cybersecurity capabilities and improve incident response mechanisms. ICAQ's strategy
highlighted the importance of collaboration across industry stakeholders and global coordination to address
cybersecurity risks more effectively [1].

In the following sections, we will examine cyberattack trends in aviation and measures developed to keep
up with them. We will also examine some case studies and present our observations so we can understand
and prepare for such attacks in the future.

Il. TRENDS IN CYBERATTACKS IN AVIATION
1. Increasing Sophistication of Cyberattacks

Cyberattacks on the aviation sector have evolved from simple breaches to highly complex and targeted
threats. In the past, many attacks were opportunistic, often exploiting weaknesses without much planning.
Today, however, cybercriminals use much more sophisticated techniques, carefully orchestrating their
attacks. Advanced Persistent Threats (APTs) allow hackers to gain access to a network and stay under the
radar for a long time, slowly moving through and taking control of various parts of the aviation system and
infrastructure.

One of the most notable examples of this vulnerability was the 2017 WannaCry ransomware attack, which
highlighted how interconnected systems in aviation can be exploited. Attackers were able to figure out
vulnerabilities in outdated software to start the attacks, which impacted British Airways and caused severe
financial loss to them [10].

Cybercriminals are also increasingly turning to Al-driven tools to speed up and automate attacks. These
tools can process vast amounts of data quickly and accurately to determine potential vulnerabilities in real-
time, making it difficult for the aviation industry to prevent them. At the same time, attackers are timely
targeting cloud-based systems, where critical aviation data is stored. While redefining technologies and
providing ease of use, these systems also have security gaps that are being exploited by hackers and causing
significant risks for the aviation industry.

2. Supply Chain Vulnerabilities
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The supply chain is often a neglected area in terms of cybersecurity in aviation. Airlines and airports
depend on various partnerships throughout their supply chain to keep operations running smoothly. While
these collaborations offer significant benefits, such as improved efficiency and cost savings, they also bring
significant risks, particularly regarding vulnerabilities in the overall system.

A supply chain attack can occur when cybercriminals target these partner companies with weak security
measures, using it as a gateway to access a wider network. The SolarWinds hack of 2020 is a prime example
of this. A breach in a third-party software provider's system compromised multiple companies, including
aviation companies, exploiting trusted connections to infiltrate sensitive systems [11].

Airlines that rely on third parties for services like flight bookings, baggage handling, or aircraft
maintenance face significant risks if those companies experience a security breach. A compromise in one of
these systems can expose sensitive passenger information and financial data or even give attackers access to
critical operational systems. Aviation companies must implement robust third-party risk management
practices to address these vulnerabilities. This includes conducting regular security audits, setting up strict
access controls, and ensuring data is encrypted during transmission. Additionally, adopting zero-trust
principles can enhance security by continuously verifying everyone's identity and integrity in the supply
chain before granting access to vital systems.

3. Insider Threats

Insider threats are another factor that can be a significant cybersecurity risk. External threats can be more
easily detected with policies and tools that help set a certain standard for preventing these issues. However,
insider threats differ since they originate from within the company, including employees with access to
sensitive systems. They might know of all the policies and tools in place and be able to avoid them.

Insiders could have various motives, such as grudges, financial gain, or external pressure. A well-known
example of such a breach is the 2018 Delta Airlines breach, where an insider exploited their access to steal
sensitive data. Employees working in departments like IT or maintenance with direct access to critical
systems pose an exceptionally high risk [4].

Aviation companies must have a dependable system to deal with insider threats. This involves conducting
thorough background checks, using user behavior analytics (UBA) to track activity within the system, and
enforcing strict access controls so that individuals can only access the information they need for their roles.
User behavior analytics (UBA) is a method of tracking user behavior and patterns and detecting anomalies
that pose security risks by collecting and analyzing user behavior pattern data using Al (Artificial
Intelligence) and ML (Machine learning). There must also be discussions around developing tools and
policies to catch such issues.

4. Gaps in Cybersecurity Training

Even though there is a growing recognition of the threats posed by cybersecurity to aviation, there are still
some gaps in the training of aviation staff. The training needs to keep up with evolving trends in
cybersecurity. The staff needing this training includes pilots, ground staff, maintenance engineers, and air
traffic controllers. Without continuous training, there is potential for the staff to overlook cybersecurity risks
and mismanage a situation. Also, there needs to be a standard set of policies and procedures for everyone in
this industry to deal with and get knowledge of such incidents consistently. Without the standard protocols,
there will be more confusion and inefficiencies.

5. Cyberattacks on Air Traffic Control Systems
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Air Traffic Control (ATC) systems are critical in ensuring aircraft's safe and efficient movement, making
them an attractive target for cybercriminals. A successful attack on ATC systems can cause widespread
disruptions, such as altering flight schedules, rerouting planes, or, in the worst-case scenario, leading to mid-
air collisions. These systems depend on real-time data exchanges and communication protocols to guide
flights so that any breach could have catastrophic consequences.

Cybercriminals have used various methods to target ATC systems, including signal jamming, spoofing,
and man-in-the-middle attacks, which can disrupt flight tracking and routing accuracy.

Such threats can only be dealt with by having the infrastructure in place with redundant communication
systems and Al-powered detection tools to detect such anomalous cybersecurity attack activities in real time.
Blockchain technology offers a promising solution that secures air traffic controllers and aircraft
communications. It can create an immutable record of interactions in real-time such that every
communication can be traced and verified in case of securing or security breach [8].

I11. TRENDS IN CYBERSECURITY IMPROVEMENTS IN AVIATION
1. Artificial Intelligence and Machine Learning for Threat Detection

AIML technologies provide powerful tools for detecting threats in real-time, predicting potential risks, and
automating responses to security incidents. By continuously monitoring and analyzing data from various
sources available to the aviation industry, such as network traffic, flight management, and operation logs,
various AIML models and systems can be kept in a place that can identify unusual patterns and prevent
cyberattacks before they cause serious problems.

One such example where AIML can play a vital role is anomaly detection. In the aviation sector, this
means learning standard network data and behavior patterns and seeing if any significant changes in the
system can arise from unauthorized access, abnormal data, or system configurations. In addition to intrusion
detection, Al is also used to enhance incident response. This means the automated response can look for
suspicious network activity, block corresponding IP addresses, isolate fault systems and roll back corrupt
files and data without manual user intervention.

2. Blockchain for Secure Data Handling

Blockchain technology is becoming a valuable solution for protecting critical data in aviation. Its main
feature is immutability, which means that once data is recorded, it cannot be changed or tampered with. This
makes it particularly effective for securing baggage handling, maintenance records, and passenger
identification data. However, blockchain's benefits do not stop there. It can also secure communications
between air traffic control, airlines, and airports. By using blockchain to create a permanent, distributed
record of all messages, aviation parties can ensure that every communication is legitimate, helping to prevent
cyberattacks like man-in-the-middle attacks [8].

3. Strengthening Cybersecurity Regulations and Compliance

As cyber threats evolve, so must the regulatory framework governing aviation cybersecurity. International
organizations like the International Civil Aviation Organization (ICAO) and the European Union Aviation
Safety Agency (EASA) have introduced guidelines and regulations to improve cybersecurity resilience
within the aviation sector.

ICAQ's Cybersecurity Strategy focuses on providing member states with the necessary tools to manage
cybersecurity risks, emphasizing the importance of collaboration, information sharing, and continuous
monitoring. Similarly, EASA requires aviation companies to implement cyber resilience frameworks and
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conduct regular cybersecurity audits [6]. National regulations also play a critical role in protecting aviation
systems. For example, the FAA in the U.S. has introduced policies to ensure that all commercial aircraft and
air traffic control systems meet stringent cybersecurity standards.

4. Zero Trust Architecture (ZTA)

Adopting Zero Trust Architecture (ZTA) is becoming essential for securing internal networks in aviation.
The main idea behind ZTA is that it assumes no user, device, or network is trusted automatically by default.
Instead, it is based on a system where the identity and security of devices need to be continuously verified
before access to sensitive systems is granted. With aviation sometimes involving multiple parties in the
supply chain, it makes sense to have such a system in place to prevent the movement of such cybercriminals
in the network, leading to more damage. Multi-factor authentication (MFA), continuous monitoring, and
strict access control are key components of ZTA.

IV. USE CASES IN AVIATION
1. Boeing Cybersecurity Vulnerabilities — 2017 DHS Testing and 2018 Supply Chain Hack

In 2017, the Department of Homeland Security (DHS) conducted penetration tests on a Boeing 757 and
discovered serious cybersecurity vulnerabilities. The tests revealed that an attacker could exploit
weaknesses in the aircraft's communication systems, potentially gaining control of critical functions in
flight [12]. This incident highlighted the growing cybersecurity threats in aviation, particularly as aircraft
become more interconnected and dependent on digital systems.

A year later, in 2018, Boeing was targeted by a cyberattack that compromised its supply chain. Hackers
gained access through a third-party vendor's network, stealing sensitive information, including proprietary
data on the 737 MAX aircraft. This attack was a stark reminder of the cybersecurity risks posed by partner
companies, whose security lapses can open the door to larger, more secure organizations.

2. Blockchain for Enhancing Cybersecurity in Aviation

Blockchain technology is increasingly utilized in aviation to improve cybersecurity, offering enhanced
transparency, data integrity, and secure communication. Singapore Airlines, in partnership with KPMG,
has pioneered the use of blockchain to securely handle digital records, improving data privacy and
preventing cyberattacks. In 2018, the airline launched its KrisPay digital wallet, built on blockchain, to
securely manage customer transactions, reducing the risk of data breaches [7].

Similarly, Lufthansa partnered with a blockchain startup to explore how blockchain can streamline
operations while ensuring the security of flight data and reservations. The airline's blockchain initiatives
also help reduce the risk of cyberattacks on the back-end systems by securely logging data exchanges in a
tamper-proof ledger.

Blockchain's decentralized nature provides a robust way to prevent unauthorized access or alteration of
data. Using blockchain, airlines can secure sensitive flight information, prevent ticket fraud, and improve
resilience against cyber threats.

Additionally, the Travel Apps ICO by Lufthansa's partners demonstrates how blockchain can safeguard
data integrity in customer transactions, ensuring transparency and security.

Together, these efforts highlight the aviation industry's potential to leverage blockchain to strengthen
cybersecurity measures, improving operational safety and customer trust.

3. Singapore Changi Airport's AIML Integration for Cybersecurity

IJIRMPS2202232100 Website: www.ijirmps.org Email: editor@ijirmps.org 5



https://www.ijirmps.org/

Volume 10 Issue 2 @ March - April 2022 IJIRMPS | ISSN: 2349-7300

Singapore Changi Airport, with over 65 million passengers, is one of the busiest airports in the world.
This comes with its own challenges, like high cybersecurity risk. To counter this, Singapore Changi
Airport is leading the way in using AIML technologies to enhance its cybersecurity and operational
efficiency [3].

Al-powered facial recognition is a standout technology in Changi Airport for real-time identity
verification. This means fast, smooth, and secure passage for passengers and ensures that only authorized
individuals and those clearing security are given access at security checkpoints and other secure areas. By
2019, over 1.5 million passengers had already used the system to pass through check-in, immigration, and
boarding gates.

Changi also uses Al-driven monitoring systems to safeguard its network infrastructure. These systems
analyze data from sensors, cameras, and communications networks to detect abnormal behavior or
potential cyber threats [3]. Unusual patterns will signal automatic alerts to security teams, allowing them to
handle risks before they cause significant issues.

Moreover, predictive Al capabilities allow Changi to forecast cybersecurity risks based on past data and
trends. This proactive approach helps the airport stay one step ahead of emerging threats, allowing it to
strengthen its defenses and quickly adjust to new cyberattack methods.

Changi uses Al-powered anomaly detection in critical systems like baggage handling and air traffic
management to enhance its security further. This helps protect against threats like Advanced Persistent
Threats (APTs), which can remain undetected for long periods as they slowly infiltrate a network. Al-
powered anomaly detection can detect such threats early, even when attackers try to evade traditional
security measures. For example, the system might notice irregular access patterns, unexpected data
transfers or abnormal login times.

Also, by monitoring video feeds for suspicious activity or unauthorized access, Al-powered security
cameras deployed there protect against physical caused by individuals gaining unauthorized access.
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Types of Preventive Responsibilities
Cyberattack measures
Email Fraud like Train staff to spot HR, IT, .
Phishing phishing, use email K Cybersecurity
filters, implement Teams
Multi-Factor
Authentication
(MFA) and use Al to
filter and block such
emails real-time.
Ransomware Regular backups, IT, Cybersecurity

Insider threats

Man in the middle
attacks

Supply chain
attacks

Denial of service
(DDoS) attacks

Ajrcraft traffic
control
wvulnerabilities

Virus and malware

Software flaws

Communication
hacks

patching, network
segmentation and
endpoint protection.

Implement Zero
Trust, limit access,
monitor behawvior,
conduct background
checks and use UBA
to detect suspicious
activity.

Use encryption
(TLS/SSL), VPNs,
and secure protocols
and implement
blockchain for
secure
communication.

Assess vendor
risks, enforce strict
access controls,
and use MFA for
third-party access.

Use DDoS

protection services,
create redundancy,
and set up firewalls.

Use encrypted
communication,
blockchain for
wverification and
monitor ATC
systems using Al
tools.

Update antivirus
software, segment
networks, use
endpoint security
tools and threat
detection tools
driven by AIML can
be used to identify
and block malicious
files and data.

Regular patching,
secure software
development and
use IDS{Intrusion
Detection System)/
IPS (Intrusion
Prevention System)
cybersecurity tools
for detection.

Secure
communication
systems, conduct
penetration testing,
and monitor
systems using AlIML

Teams

HR, IT,
Cybersecurity
Teams

IT, Cybersecurity
Teams

Procurement, IT,
Cybersecurity
Teams

IT, Cybersecurity
Teams

ATC Authorities,
Awvriation
Manufacturers,
Cvybersecurity
Teams

IT, Cybersecurity
Teams

IT, Cybersecurity
Teams

Aviation
Manufacturers,
Airlines, ATC,
Cybersecurity
Teams

Table 1: Cyberattack types and preventive measures
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V. LESSONS AND CONCLUSION

The aviation industry is at a crossroads in terms of cybersecurity. While the sector’s growing reliance on
digital technologies has brought about significant operational improvements, it has also increased the
exposure to cyber threats. These threats, ranging from ransomware and supply chain attacks to insider threats
and vulnerabilities in critical systems, are becoming more sophisticated, making traditional security measures
insufficient.

By looking at some of the use case studies we can map what kind of preventive actions can be done by
whom to prevent each of the attack types. This is highlighted in table 1. However, since these kinds of cyber-
attacks keep evolving there needs to be policies formulated quickly and adapted by the aviation industry
whenever newer attacks affect other industry. Another practice that might help with these attacks is to
encourage white hackers and universities conduct routine studies and checks on different systems in an
organized manner as highlighted in the Boeing and DHS case study.
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